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Housekeeping

* Questions and Comments
- Please have your microphone muted when you are not speaking to the group

- Feel free to unmute and speak up, or chat message, when you have a question

* CPE Credit Rules

- You will need to listen for & write down 3 code words throughout the class in
order to receive CPE credits for the one hour of training; the code words will be
in bold, underlined, in red font

- At about five minutes before the end of the class, you will receive a survey from
Survey Monkey

- You will need to type in each of the code words and submit the survey in order to
receive CPE

- The expectation is that you complete the survey as soon as you receive it. We
will only leave the survey open until half an hour after the class ends, and CPE
will not be granted after this time



BPM Fast Facts

BPM at a Glance

40 + Partners

500+

Employees

Founded 1 98 6

Locations

San Francisco
Menlo Park
Walnut Creek
San Jose
Santa Rosa

St. Helena
Cayman Islands Stockton
Bengaluru
Eugene

Services

Advisory

Audit

Corporate Tax

Employee Benefit Plan Audits
High Net Worth

International Tax

IT Assurance

Risk Assurance

SEC Compliance

Orange County

Seattle
Fairfield

One of the 50 largest public
accounting and advisory firms

in the country.

Industry
Knowledge

Consumer Business
Financial Services

Life Science

Nonprofit

Private Client Services
Real Estate

Technology




David Trepp

US Army Veteran

M.S. Chemistry

Serial Tech Entrepreneur

Professional Interests
= Securing Authentication
= Securing Interconnected Systems

Personal Interests
= Rock Climbing
» Bicycle Touring

= |nformation Science

= Thermodynamics




Information Security Perspective

* BPM Infosec assessment team personnel are not
experts at planning, building, or managing
iInformation security (Infosec) controls

* BPM Infosec assessment team personnel are
experts at defeating information security controls
and providing Infosec controls assurance

* This introductory presentation will provide a
hacker’s perspective on phishing attacks
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Why Soclal Engineering
Attacks?



Common Attack Vectors

= Human

* Physical

= Technical

Alone and Combined



_________________________BPM
What Is Social Engineering?

“The use of deception to manipulate
individuals into divulging confidential
or personal information that may be
used for fraudulent purposes.”
-quizlet.com



Infosec Concepts: Risk Assessment

Risk: A measure of the extent to which a person or organization is
threatened by a potential circumstance or event (threat); a function of
Impact and likelihood

Risk = Likelihood * Impact

What is the likelihood of a threat agent exploiting a threat?
High Likelihood: Facing the Internet, Technically easy to defeat
Low Likelihood: Hidden within network, Technically challenging

What is the impact of a successful exploit?
Low Impact: Inconvenience
High Impact: Disruption of service, Disclosure of sensitive information, and/ or
fraudulent transaction

See NIST Special Publication 800-30, Guide for Conducting Risk Assessments
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D
Why Is Social Engineering So Likely To
ucceed?
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D\

Civilization couldn’t exist
without an innate “assumption
of truth”

Application software often gets
patches and updates; Human
software is still in Version 1.0

Human cognitive abilities
generally decline when faced
with unusual circumstances

Statistics suggest the average
employee fails four social
engineering attacks before
becoming inoculated

Saturday Morning Breakfast Cereal
Www.smbc-comics.com 11

/


http://www.smbc-comics.com/

P/
Why |Is Social Engineering So High Impact?

PERIMETER

NETWORK

SYSTEMS

APPLICATIONS

User Rights, Transactional Data

Administrative Rights, OS Security (Active Directory), OS Logs

Authentication, Firewalls, Intrusion Detection Systems, Analyzers, Sniffers

Physical Walls, Windows, Doors, Ceilings, Cameras, Alarms
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Social Engineering Quotes

“‘Amateurs hack systems, professionals hack people.”

--Bruce Schneier — Cryptography Bigshot

“Companies spend millions of dollars on firewalls and secure
access devices, and it's money wasted because none of these
measures address the weakest link in the information security
chain: the people who use, administrate and operate computer
systems.”

--Kevin Mitnick — Infamous Social Engineer
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Common Types of Phishing

Phishing: Typical email-based social engineering attack
= Usually casts a wide net, e.g. ransomware campaigns

Spear Phishing: Customized phish, targeting specific individuals or
groups

= Timely topic

= Portray insider knowledge

= Often uses spoofed (faked) sender address

Whaling: Targets Executives
Vishing: Via phone
Smishing: Via SMS or Text

Search Engine Phishing/Domain Squatting: Spoofed web pages

Historical note: The “ph” in phishing gives a nod to first generation hackers,
originally referred to as phone phreaks
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~____________________BPM
Impact of a Successful Phish

= Bitcoin mining

= Ransomware extortion

= VPN (remote) access

= Webmall access

= Compromise of affected system

= Compromise of all connected systems



Common Phish Attack
Techniques



Information Gathering for Spearphising

Google Searches

Social Networking Websites
Badge images

Digital Foot-Printing

Organization’s Website

Calls to Reception

Vendor Press Releases

Tech Support Forums

Newsletters & Annual Reports

After Hours Reception & Dial-By-Name
Voicemail Systems

Business & DNS Registration Records
Business Networking Sites:

= LinkedIn

= Jigsaw

= Zoominfo
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A Few Common Spearphish Scripts

= Security Patch

 Employee Wellness Program
= Employee Survey

= Fundraising Effort

= New System/Software

= Billing/Payables/ACH Action
= RFP/Business Opportunity
= Job Applicant

= Contest Winner

= Angry Customer

= Friendly Bank
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General Phish Example: Craigslist Reference

you have received a voice message on_craigslist

Neal Evans <neal1032@gmx.com>

Sat 12/1/2018 3:04 PM
recruiting@infoatrisk.com

Hi,
if vour propertv is still for sale on_craigslist
click here to see mv offers My offers

Thank vou

to stop receiving emails: click here
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Hallmarks of a Sophisticated Spearphish

Subject Telephone System Upgrade Survey “‘“--\__\

Tu-

02/04/2015 09:59 AM
Other Actions™

All Employees,

We are currently looking at options for upgrading the telephone system at ol I
Banlk locations. Before moving forward with such a significant upgrade, we

would lilke to gather users' feedbacl with regards to the features/functions that you

currently like, as well as those you would like to see in a new phone system.

Since this is a major upgrade, we require that all employees help [IIIEEGEEN
make the best decision possible. Please tale a moment to fill out our online survey by

clicking on the link below. You will be asked a few questions about different features
we are considering.

The survey typically takes less than two or three minutes and is mandatory for all
employees. The survey is located at https://swww ANk com/survey/.

To encourage a quick response, we are giving out a $5 Starbucks gift card to the first
ten employees that submit their survey.

Regards,

banlk.com

e https://www.enterprizehost.com/spt/campaigns/response.php?r=1b36141... mToday Pane ~

= Sender name is spoofed to
appear to have been sent
by a co-worker

= Subject matter is topical

= Appears to contain a valid
URL

(but note the lower dialog box showing
the actual URL)

» Demands an activity that
seems harmless

= Tempts the user with a
promised gift card reward

\%
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Spearphish Example: Impersonating CEO

From: James Wallace <christiffany1999@gmail.com>
Sent: Thursday, July 4, 2019 9:33 AM

To: I - o2 com>

Subject: REQUEST

Have you got a minute? | need you to complete a task.

| am very busy can't talk right now. So just reply me back as soon as you can.

Sent From 4G Wireless Phone

22



Spearphish Example: Targeting HR

= Tl -

File Message Help ¢ Tell me what you want to do
AR .
IS Ignore m E @ @ S [<] Meeting 4 Archive - adam... =2 To Manager
] B Team Email 9 Reply & Delete
I%Junk* Delete Archive Reply REATII}.' Forward E“I:I More = -|:-_ Create New
Delete Respond Quick S5teps

Tue 3/12/2019 3:35 PM
SD Shona Dyck <tmpmustang@cox.net>
Regarding Job

== Shona Dyck Resumedoc _
37 KB

How are you doing?
My name is Shona Dyck and I'm interested in a job.

I've attached a copy of my CV.
The password for the document is 1234

Thank you!

Shona Dyck

Regarding Job
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Spearphish Example:

Help

Q Tell me what you want to do

argeting

ech Firms

(5 Ignore x D [i;g ([i;é [‘_;_)1 [F2 Meeting

Delete Archive Reply Reply Forward E@More'

8@ Junk ~

Delete

Zack Stein <purchasing@princetonedu.net>

ORDER..

All

Respond

GWe removed extra line breaks from this message.

Dear sales,

Archives £ To Manager
EJ Team Email
¥ Create New

€2 Reply & Delete

Quick Steps

Good morning from Princeton university can you please assist us with quote for below items

w = Rules ~ L m
Move D\g Actione = Mark Tr.
v Unread
[ Move Tags &

1. Fluke 754 Documenting Process Calibrator 2. STDR1000100 Seagate backup plus slim 1TB 3. HP CE341A: HP 651A Cyan Original

Payment terms: Net10 Days

Zack Stein

Title: Senior Buyer
Princeton University

Office of Finance & Treasury
701 Carnegie Center
Princeton, NJ 08540
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Example: Targeting Tech Firms (Legit Official)

5 & ¥ |5 RE: RFQ#FDA3307-027 - Message (HTML) - [m] X

] Message Insert Options Format Text Review > @

3 & CalibriBocy » 11~ A" A7 | =~ i=- & ﬂ @J @ g 29 ¥ Foliow Up ~ e

¥ High Importance

| paste B2, A s=  Address Check = Attach Attach Signat z 5
1 af . jFormat Painter BIOD 4 é‘ Bo;ekss Na:‘ces F,T: "e;(v |gnf e § Low Importance i Ec-u'e
Clipboard 1 Basic Text ¥ Names Include Tags % | Zoom |GpgOL I
From ~ davidt@infoatrisk.com
To.. | Jonathan Ferguson <Jonathan.Ferguson@hhs-gov.org>
Ce.. [
Subject: | RE: RFQ#FDA3307-027
I &
From: Jonathan Ferguson [mailto:Jonathan.Ferguson@hhs.gov]
Sent: Thursday, November 15, 2018 9:46 AM
Subject: RFQ#FDA3307-027
The Department of Health and Human Services,Food and Drug Administration (FDA) solicits proposals from qualified and ienced firms for
the purpose of entering into a contract with the Agency to provide Computer Equipment and Peripherals. Pl SRSt RS eSS

entirety.
y < | FollowFDA | En Espal
Your quick response would highly be appreciated, also please acknowledge the receipt of this request. ipZy U.S. FOOD & DRUG _ =
ADMINISTRATION
Kind Regards,
Department of Health and Human Services
US Food and Drug Administration (FDA)

Home | Food | Drugs | Medical Devices | Radiation-Emitting Products | Vaccines, Blood & Biologics | Animal & Veterinary | Cosmetics | Tobacco Products

POC:Mr. Jonathan Ferguson About FDA
Contract/Small Business Specialist
phone: (240) 230_7960. Home > AboutFDA > Doing Business With FDA

FDA Small Business and Disadvantaged
smangusness orsenvenser | OPPOItUNities

Fair

@ PNIT | B EMAIL | 8 PRINT

f sane | v

Enterprise System Life Cycle
Management Support (ELMS)
In consonance with Congressional directives. special effort is made to assure maximum participation by small and
FDA Assistance/Grants disadvantaged businesses in the procurement of materials and services by the Administration. In the furtherance
Opportunities of this principle, FDA often posts Sources Sought announcements on www.fbo.gov to determine the availability
and capability of small and disadvantage businesses for particular acquisitions
FDA Business Investments
In the event a small business firm cannot undertake the performance of a prime contract but could perform a part
FDA Procurement & Grants or component thereof. it may obtain information on subcontracting opportunities directly from FDA prime
= Forecast contractors. Small Businesses are encouraged to look at Federal Business Opportunities (FBO) for acquisitions
that offer the potential for substantial subcontracting opportunities.
1 FDA Procurement Policies
The Agency has a Small and Disadvantaged Business Utilization Specialist available to assist and counsel small
» FDA Small Business and business firms for the purpose of promoting small business participation.
Disadvantaged Opportunities
The mailing address is.

FDA Technology Ti i
A Small Business Specialist

Attn: Jonathan Furgeson
5630 Fishers Lane
Room 2067

Rockville, MD 20852

Frequently Asked Questions -
Vendor Payments

Phone: 301-496-9639
E-mail: Jonathan ferguson@hhs.gov

Page Last Updated: 03/21/2018
Note: If you need help accessing information in different file formats, see Instructions for Downloading Viewers and Players
Language Assistance Available: Espafiol | S#232 | Tidng Viét | 34201 | Tagalog | Pycckuii | << | Kreydl Ayisyen | Francais | Polski | Portugués | taliano | Deutsch | B2 S




Spearphish Example: Targeting CPA Firms

2 Reply @_ Reply All (3 Forward
) Thu 7/4/2019 11:07 AM
Nathan Wright <nathan@concretethewrightway.com>

! Tax 2018: Personal Tax for Nathan
To

Glﬂ TaxPre Docs.pdf = |
—_I 40 KB
Hi

Attached are my Tax documents. Please prepare a Draft and let me know to contact.

Sincerely.

Nathan Wright

President

203-303-7198

Construction & Maintenance Service Company
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Secure Your WellsFargo Online Key - Message (HTML)

WESELEM ) Tell me what you want to do

x D E@ @ ﬁ% el # Create New m _',@ §a‘ III

> ‘%S.O\

Delete Archive Reply Reply Forward ' Move ?v Mark Categorize Follow Translate Zoom
All . = Unread © Up ~ - 7
Delete Respond Quick Steps N Move Tags M Editing Zoom ~
Wells Fargo <inmail-hit-reply@linkedin.com> James Sat 10/22

Secure Your WellsFargo Online Key

O 1 there are problems with how this message is displayed, dlick here to view it in a web browser.
Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message. “

Dear James,

We are writing to inform you that the Personal Security Key your for your Wells Fargo Account has
expired, as a result, is no longer valid.

This email has been sent to safeguard your Wells Fargo Account against any unauthorized activity. For
your online account safety click the link below to reactivate your key:

http://cabinetkignima.com/Wellsfargo keys accountb/page2.htmi

Wells Fargo Support

interested

View Wells's LinkedIn profile

TIP You can respond to Wells by replying to this email

You are receiving InMail notification emails. Unsubscribe
This email was intended for James ( . ). Learmn why we included this.

If you need assistance or have questions, please contact Linkedln Customer Service

© 2016, LinkedIn Corporation. 2029 Stierlin Ct. Mountain View, CA 94043, USA
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Typical Ransomware Message

= B
7| RyukReadMe.txt - Notepad (o E S

File Edit Format View Help
vour network has been penetrated.

All files on each host in the network have been encrypted with a strong algorithm.

Backups were either encrypted or deleted or backup disks were formatted.
shadow copies also removed, so F8 or any other methods may damage encrypted data but not recover.

we exclusively have decryption software for your situation
NOo decryption software 15 available in the public.

DO NOT RESET OR SHUTDOWN - files may be damaged.

DO NOT RENAME OR MOVE the encrypted and readme files.

DO NOT DELETE readme files.

This may lead to the impossibility of recovery of the certain files.

To get info (decrypt your files) contact us at
AndyMitton@protonmail. com

or

AndyMitton@tutanota. com

BTC wallet:
1LEULheYnNT JI?}HW&EJHELF BBCOUECHT

Ryuk
NO system is safe

Ln25 CollB
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Common Vishing (Voice Phishing) Scripts

Tried & True

» |mpersonating Microsoft tech support
» |Impersonating IRS, Law Enforcement, Social Security Administration, etc.

Latest & Greatest: Customers

» |mpersonating bank fraud officer
= “Your account at ABC Bank is showing potentially fraudulent activity...”

» |mpersonating company rep, with spoofed callerlD
= “Your (credit card, debit card, etc.) at Acme Company has been compromised...”

= |mpersonating complaints department, with spoofed callerID
= “Im from the customer service department at Acme Company, and I'm calling about your
recent Yelp review

Latest & Greatest: Employees

= All Employees
= Internal or third-party vendor tech support

= Human Resources
= Submitting a “resume” with embedded malware

= Customer Service and/or Help Desk
= Complaint
= Emergency

= Accounting
= Change of vendor payables address

= Urgent payment/expense

= Al aided C-Level voice “deep-fakes” 5g



Vishing On The Rise

THE WALL STREET JOURNAL.

US.Edition ¥+ = September 6,2019 = PrintEdition = Video

Subs¢

Home World US. Politics Economy Business Tech Markets Opinion Life&Arts RealEstate WSJ.Magazine

PRO CYBERNEWS

Fraudsters Used Al to Mimic CEQO’s Voice in Unusual Cybercrime Case

Scams using artificial intelligence are a new challenge for companies

By Catherine Stupp
Updated Aug. 30,2019 1252 pm ET

CRIME

Deputies: Don't wire money to
scammers who claim they've
kidnapped your daughter

The Placer County Sheriff's Office is warning about phone calls where
the perpetrator tells the victim they've kidnapped their daughter.

Author: Allison Sylte

Published: 3:03 PM PDT October 11, 2019
Updated: 3:03 PM PDT October 11, 2019

EAERME o sonn News Sport Reel Worklife Travel Future

NEWS

Home & Video World US&Canada UK Business Tech Science  Stories E

England LocalNews Regions Sheffield & South Yorkshire

Phone bank scam: Ex-police officer
tricked out of £15,000

© 8 October 2019 f © ¥ [ <« shae
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Digital Assistant and Chat Vishing/Smishing

WhatsApp vulnerability exploited through
malicious GIFs to hijack chat sessions

Personal files and messages are at risk in unpatched builds of the app.

a By Charlie Osborne for Zero Day | October 3. 2019 -- 10:45 GMT (0345 POT) | Topic: Security

. . Researchers expose how Amazon

Using a steganographic attack (malware h 1 1

embedded in an image/video), chat sessions, Echo and Google Home can stea
files and messages are disclosed passwords

Security researchers unveil a new vulnerability in smart home speakers.

After hackers have commandeered the
device, the user hears:

“Your device needs to be updated,
please confirm your password for the
update”
31



How to Avoid Becoming
the Next Phish Victim



General Social Engineering Warning Signs

= Requests anything out-of-the-ordinary
= Offer to help with problem you didn’t know you had
= Offer that sounds too good to be true

= Name-drops, claims of authority, or urgency
= Cavalier attitude

= Compliments, flatters, or flirts
= Promises reward or threats for non-compliance

= Refuses or gets uncomfortable when asked to provide
supporting information

Everyone is the Security Officer
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ldentifying Phish Emails

Subject Telephone System Upgrade Survey T 02/04/2015 09:59 AM
To _ Other Actions v
All Employees,

We are currently looking at options for upgrading the telephone system at all I
Bank locations. Before moving forward with such a significant upgrade, we

would like to gather users' feedback with regards to the features/functions that you

currently like, as well as those you would like to see in a new phone system.

Since this is a major upgrade, we require that all employees help I
make the best decision possible. Please take a moment to fill out our online survey by
clicking on the link below. You will be asked a few questions about different features
we are considering.

The survey typically takes less than two or three minutes and is mandatory for all
employees. The survey is located at https://mwww i Lank. com/survey/.

\

To encourage a quick response, we are giving out a $5 Starbucks gift card to the first
ten employees that submit their survey.

Regards,

bank.com

“¥ | https://www.enterprizehost.com/spt/campaigns/response.php?r=1b36141...| [¥] Today Pane A

\%

Hit “Reply” and check if the
recipient’s name is the same as
the (alleged) sender’s name

If the topic is unusual, beware

If it offers something for nothing,
or otherwise sounds too good to
be true...it probably is

If it asks you to provide anything,
think twice before complying
(especially credentials)

Hover over Links/URLS to ensure
they’re going to where they are
purported to leaded

Check signature blocks for
consistency

Beware of attachments!
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Business Email System Controls

= Prohibit emalil address enumeration
* Prohibit emall address spoofing

= Prohibit malicious attachments

= See tools like Mimecast or Barracuda
= Disable macros in Word and Excel

= Prohibit malicious links

= See tools like Mimecast or Barracuda
= Disable scripting for browsers

35
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Safe Computing with Emaill

* If you must use email for sensitive data, use encryption tools
* PGP
= Zixmalil

» For personal email, consider encrypted email apps

= Hushmall
= Protonmaill

» Sanitize the contents of your inbox, sent, trash, etc.
» Use multi-factor authentication (MFA) for webmail access
» Password protect attachments
» Deliver the password via a separate communications medium

» Better yet, don’'t use email for sensitive information
= Consider a secure document exchange service (with MFA)
* Dropbox
= BOX
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Vishing & Smishing Defenses

= Keep your phone, and message apps,
patched/updated

» Disable scripting on smartphone
browsers

= Be suspicious of all pop ups and dialog
boxes

= Consider a popup blocker e

A common online banking attack toolkit asks
the user to install a malicious root certificate

= Don’t trust callerID

= Hang up and call back at a known good
number

* You can’t even trust voice recognition
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CPE Credit Rules

* You will be receiving an email from Joel Segovia shortly.

Hit “reply” to make sure it’s from him before
proceeding to survey monkey

* This email contains a link to the Survey Monkey survey.

* Please fill it out with all of your code words in the order
they were given.

* Remember, the expectation is that you complete it right
away, as the survey will close half-an-hour after the end
of today’s class. No CPE will be granted after this time.

A recording of this presentation will be sent to all attendees
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Conclusion

Social engineering is effective because of humans’
“assumption of truth”

Social engineering is impactful because humans have
privileges to access sensitive systems & data

Phishing is the most common, and successful, social
engineering attack vector

= |mpacts include bitcoin mining, ransomware, or worse

ldentifying phish attacks requires constant vigilance
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Thank You

Questions or Comments?

bpmcpa.com



