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Agenda

 Learn About
 Cloud Service Provider - host
 Cloud Service Provider - SaaS
 Cloud Service Customer – to host
 Cloud Service Customer – to SaaS product

 Demonstrate
 How responsibility works
 Who’s responsible
 What happens when that doesn’t work/corner cases
 How to review CSPs
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Quick Definitions

 Cloud Service Provider – Host (a location that has servers and network 
instead of your company having it on their premises or “on prem”)

 Cloud Service Provider – SaaS (software like Adobe on-line is SaaS –
software as a service) 

 Cloud Service Provider – PaaS (platform as a service is PaaS and Microsoft 
Office 365 offering email, calendar, apps, sharepoint, storage, encryption in 
the cloud, etc.)

 Cloud Service Provider – IaaS (infrastructure as a service is IaaS and some 
companies like RackSpace offer where you can build your own network, 
systems, applications and the CSP runs them or “shares responsibility” of 
maintaining them)

 Cloud Service Customer – Your company is the Customer unless you own a 
technology too (you could be both but likely not at the same time)
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Cloud Security Programs can be Shared
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Cloud Service Customer Security 
Program 

Monitoring , Logging , Remediation, BCP/DR & Incident scenarios, Back-ups

Log and Manage Assets and select certified Vendors 

Implement to Policy, Standards, Guidelines while protecting Business 

• Policy
• CRM (Cloud 

Responsibility 
Matrix)

Pillar 1 

• Procedures 
• Standards
• Requirements 
• Configurations
• Reports from 

Cloud (CSP)

Pillar 2 

• Data
• Privacy
• Physical
• Asset & 

Vendor 
Security

Pillar 3 

• Security 
Operations

• SIEM (tools 
& correlation)

• Scanning
• PenTesting

Pillar 4

• Reviews 
• Assessments 

& Audits

Pillar 5  



Basics of Cloud Responsibilities

• Why we assign responsibilities (for security and audit purposes):

• What team/group/company owns the control?

• Who shall we talk to in order to see the strength of a control or 
control set?

• When a control is not met, who owns correcting it?
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The Myth

“If my company deploys our products or services to
another host’s platform (e.g., AWS, Rackspace, or even
a data processor host), we are no longer responsible if it
is breached or not secure.”



Cloud Service Providers
SaaS/PaaS (Software/Platform)
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Ex. AWS- Amazon Web Services



Cloud Service Providers
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Ex. AWS- Amazon Web Services

Auditor & Customer 
(system owner) should 
review all compliance 
controls and delineate 
what owners need to do.

Auditor & Customer 
(system owner) should 
request AWS (3rd party’s) 
audit of their security for 
all of these controls.



Cloud Service Providers
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Ex. AWS- Amazon Web Services

Auditor & Customer 
(system owner) should 
review all compliance 
controls and delineate 
what owners need to do.

Auditor & Customer 
(system owner) should 
request AWS (3rd party’s) 
audit of their security for 
all of these controls.



Cloud Service Providers
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NIST Controls owned by AWS

Auditor & Customer 
(system owner) should 
request AWS (3rd party’s) 
audit of their security for 
all of these controls.

If there are findings, 
Auditor and Customer 
(system owner) have 
right to ask for fix time 
commitment.



Cloud Service Providers
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NIST Controls owned by AWS (cont.)



Cloud Service Providers
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NIST Controls owned by AWS (cont.)



Cloud Service Providers
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ISO 2700x Controls owned by AWS 

Auditor & Customer 
(system owner) should 
request AWS (3rd party’s) 
audit of their security for 
all of these controls.

If there are findings, 
Auditor and Customer 
(system owner) have 
right to ask for fix time 
commitment.



Cloud Service Providers
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ISO 2700x Controls owned by AWS (cont.) 

Auditor & Customer 
(system owner) should 
request AWS (3rd party’s) 
audit of their security for 
all of these controls.

If there are findings, 
Auditor and Customer 
(system owner) have 
right to ask for fix time 
commitment.



Cloud Service Providers – Host
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Rackspace.gov Example

Auditor & Customer 
(system owner) should 
request RGC (3rd party’s) 
audit of their security for 
all of these controls.

Rackspace.gov has similar responsibilities as AWS 
and some additional. These are inherited or shared.

Auditor & Customer 
(system owner) should 
review all compliance 
controls and delineate 
what owners need to do.



Cloud Service Providers - Host
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Rackspace.gov Example (cont.)

Auditor & Customer 
(system owner) should 
request RGC (3rd party’s) 
audit of their security for 
all of these controls.

Auditor & Customer 
(system owner) should 
review all compliance 
controls and delineate 
what owners need to do.



Cloud Service Providers - Host
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Rackspace.gov Example (cont.)

Auditor & Customer 
(system owner) should 
request RGC (3rd party’s) 
audit of their security for 
all of these controls.

Auditor & Customer 
(system owner) should 
review all compliance 
controls and delineate 
what owners need to do.

PS (Personnel Security) are shared since the screening 
may be required on Rackspace and Customer side.



Cloud Service Customer (CSC)
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System Owners

Auditor & Customer 
(system owner) should 
request RGC (3rd party’s) 
audit of their security for 
all of these controls.

Auditor & Customer 
(system owner) should 
review all compliance 
controls and delineate 
what owners need to do.

All AC (Access Control) controls are 
responsibility of CSC. The CSP may provide the 
method, but the CSC is responsible for utilizing. 
E.g., Multi-Factor authentication requirements and 
integration may be provided, but the CSC is 
responsible for implementing.
All CSC’s are responsible for:
AT (Awareness and Training) controls 
AU (Audit and Accountability) – extra assurance 
that CSP is maintaining their part and testing 
(through scanning and penetration testing that 
their controls & CSCs work)
CA (Security Assessments and Authorization) –
extra assurance that assessments and 
authorization rules are tightly adhered to



Cloud Service Customer (CSC)
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System Owners (cont.)

Auditor & Customer 
(system owner) should 
request RGC (3rd party’s) 
audit of their security for 
all of these controls.

Auditor & Customer 
(system owner) should 
review all compliance 
controls and delineate 
what owners need to do.

All CSCs are additionally responsible for:
CM (Configuration Management)  - shared 
configuration and automation and extra 
assurance that automation works without ability 
to have a human manipulate
CP (Contingency Planning) – assurance that high-
availability only is not substituted for a back-up 
requirement and that tests are completed 
annually (CSP and CSC)
IA (Identification and Authentication) – testing that 
authentication tools work and identity can not be 
spoofed by utilizing the NIST-140-2 validation site
IR (Incident Response) – ensure additional 
scenarios for Cloud and Cloud breaches



Cloud Service Customer (CSC)
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System Owners (cont.)

Auditor & Customer 
(system owner) should 
request RGC (3rd party’s) 
audit of their security for 
all of these controls.

Auditor & Customer 
(system owner) should 
review all compliance 
controls and delineate 
what owners need to do.

All CSCs are additionally responsible for:
MA (Maintenance) – delineate the maintenance for 
CSC and that for CSP are being upheld
MP (Media Protection) – ensure all media 
protection is upheld even within or to multiple 
CSPs
PL (Planning) and RA (Risk Assessments) –
ensure extra diligence, planning, and 
assessments are done prior to integrating with 
any CSP and on-going
SA (Systems Acquisition) – ensure by staging/test 
and review (like code review) that a process stays 
in place for Change and Modification
SC (Systems Communications) – ensure that 
communication and sharing of data stays secure 
between CSC and CSP



Cloud Service Customer (CSC)
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System Owners (cont.)

Auditor & Customer 
(system owner) should 
request RGC (3rd party’s) 
audit of their security for 
all of these controls.

Auditor & Customer 
(system owner) should 
review all compliance 
controls and delineate 
what owners need to do.

All CSCs are additionally responsible for:

SI (Systems Integrity) – ensure that integrity testing 
continues even while data is located at CSP – data is 
not modified

PM (Program Management) – ensure that every 
project between the CSC and CSP has standards for 
security and project management documented
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